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Introduction

Greetings,

In our dealings with small and mid-sized business owners there is a disheartening trend in many of their
views toward technology and business. This whitepaper was written to help educate and perhaps
change some of these potentially fatal thoughts regarding technology and its business applications.
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went into business to provide value to your clients, add value to the marketplace or some other reason.
Technology was something that was more or less thrust on you and left for you to manage.

In the last two decades, technology has defined how business is conducted. Without technology and
especially the internet, business as we know it today would cease to exist. | founded Dataworks with
this in mind and have strived to change the role of the IT support staff in business. Dataworks believes
that technology is an extension of business; those who maintain it need to understand how that
technology relates to business productivity.

This is why with us you will find that we offer more than just a "geek" or "nerd." We offer business-
oriented and measurable solutions provided by professionals that understand how technology equates
to your bottom line. Every aspect of what we do centers around the concept that technology and
business should go hand in hand.

With our comprehensive service offerings we can deliver value and a high return on investment. As we
develop long term relationships with our clients we are better able to help them adapt and design their
networks to meet future challenges.

Sincerely,

Donald W. Rossberg
President, Dataworks, Inc.

admin@kcdataworks.com

www.kcdataworks.com

www.twitter.com/dataworksinc
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1) Upgrading Is Too Expensive

This is perhaps the most prevalent trend we notice when discussing technology with business owners. It

is true that the cost of upgrading a computer, server, firewall or software can be expensive. It can

appear that you are paying for a trend and not really getting much in return. The truth is however, that

not upgrading is far more costly in the long run and can even cripple your business. LY (2 R @ Q& 6 2 NJX
business and technology can no longer be separate. Most everything that is critical to any business is

either directly run by technology or heavily impacted by it.

We have worked with clients that continue to run business critical applications on legacy equipment

that is not longer supported by the vendor. The argument is that a new server, plus the labor to install it

can cost $5,000 - $7,000 or more depending on the needs of your company. No doubt, that is not a

OKSI L) oAfftX odzi fSiQa t2214 G GKS O2aid 2F NHzyyAy

Based on our experience, legacy equipment and systems experience an average of 10-15 hours a month
of downtime and lost productivity due to slowness. That means if you are a company with 10
employees and they average a salary of $55,000 per year; you are losing about $2644 - $3966 per month
in salary paid for downtime. Add that to the lost billing per employee. If you are a lawyer or other
professional services provider, you could be losing $100 - $200 per hour per employee of billable time
whiledown. ¢ KI 1 Q& |y | @SN FESMONTH! Po X cnn

When you factor the cost of lost time and productivity and compare that to the cost of keeping current
with technology, it is always cheaper to stay current than it is to stretch it. This same principle goes for
desktop computers, laptops and PDA phones. You bought the technology to improve your business; but
as all things do, technologies will wear out and need to be replaced or it begins to work against you.
Keep this in mind, on average technology doubles every 18 months. That means by the time you have a
server or computer 3 years it is 4x less capable than when you bought it.

|.T. Lifecycle Guidelines

- Dektop / Laptops have a 3 year life expectancy in a business.
- Servers and networkirgquipment have a-% year life.

Hardware should be purchased with the future in mind. You me
not need the extra disk space or memory today, but you will be
running your business on that server for 4 years.
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It may seem silly for some to think that a small business needs to worry about hackers but it is true.
Nearly every day you hear about another company that was broken into. Itis important to note what
makes you a target. The fact is, if you have a connection to the internet, you are a target. Hackers do
not care about your business or industry; they care about using your computers and servers to their
advantage. Remember not all hackers want to steal your information.

We have seen businesses that have been hacked and they only found out about it because their mail
server was blacklisted. Turns out the server was hacked and being used to host pornography without
the business even knowing. Another business had an employee using a file sharing program and turned
the computer into part of a network that was used to deliver attacks to other businesses. The only
symptom was a slowdown that could have been mistaken for aging equipment.
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that site or file is infected, you can end up giving control of your computer to another person and not

even know it. Security is a must in business and if you think that a residential class router from Best Buy
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Having improper security in your business can not only cause a major PR disaster but compromise your
clients and customers as well. Hackers pick the easiest targets; remember that most businesses who get
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get hacked are smaller shops just like yours.

Suggestions

- Business class firewalls are a must!

- Keep your antvirus current.

- Never share passwords even internally

- Passwords should be at least 8 characters long and incl
case variations and numbers. (ie. K@nsasClty)

- Havea current and enforceable use policy for company
computers.
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3) Compliance Laws Are For Big
Companies

This is perhaps one of the most overlooked and under researched part of I.T. in a business setting. Itis
true that laws such as HIPAA, S.0.X., and PCI-DSS were originally created because of errors or needs in
larger companies. The reality is however, that even small companies are severely impacted by many
laws that most business owners fail to adhere to.

If you are a life insurance agent and you store the results of medical screenings for your clients, you are
required to adhere to HIPAA. If you are a small merchant and you store credit card information for even
one single customer, you are required to be PCI-DSS compliant as of 10/2/2009. These laws and others
can be very confusing and often cumbersome to adhere to, however failure to do so could end up in
FAYSA FYR Lzt AO FGlGSyliAzy @&2dz R2y Qi sl yio

The truth about most of the compliance laws we have today is that most of them were formed because
some large company forgot to exercise common sense. When you think about it, guarding your clients
and customers should be top priority. It is also easier than most think to stay compliant and be able to
show a best effort in protection. Sometimes bad things happen and data is compromised even in the
highest security, but if you are able to show you made a best effort to guard that data, your chances of
prosecution are far lower.

For an example of why it is important to always stay compliant, see the below article from Network
World Magazine. http://www.networkworld.com/news/2009/090209-court-allows-suit-against-
bank.html|?page=1

Suggestions

- Be proactive in your security.

- CKAY]l l0o2dzi @2dz2NJ Of ASyiQa

- Research the laws andgulations regarding your industry

- LT @2dz ¢2dzZ RyQli o+ yid &2dzN
are storing it, FIX IT TODAY!

- Consult with your IT vendor frequently to ensure you are
compliance.
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This may seem like a farfetched thought, but we see it frequently. Often businesses forget that most of
their business is stored on or run by computers. If that is the case then it is important to have a good
disaster recovery plan. Not just a simple list of what time your backups run, but a detailed disaster
recovery plan.
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- Accidental deletion of email or files
- Natural disaster

- Terrorism

- Employee termination

- Hacking

- Hardware Failure

The reason you need to plan for each of these scenarios is that each one will need a different response.
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business to function. Are you prepared enough that you could resume business and still preserve

evidence if needed?

Your disaster recovery plan should include a list of telephone numbers for local and federal law
enforcement agencies as well as a company directory. Remember this, if your disaster recovery plan is
one page, it is not enough and in many cases useless in a disaster.

Suggestions

- Keep backups in multiple locations.
(online, neailine, offline)

- Have proper chain of communications.

- Review your plan at least annually.

- Include allelevant company materials in your plan such
backups of financial records and tax information.

- Test your backups with a restore at least monthly.
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5) We Are Doing Fine

This is a thought that we at Dataworks are all too familiar with. Itis the thought that we honestly hope
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whom they delegate IT related tasks too. This can be a money saver in some companies but in most it is

a way to ensure that employee is neither good as their primary job or the IT roles assigned to them.

Often we will hear from prospects that they are already working with another vendor. While of course
we wish everyone was a Dataworks client, we acknowledge there are good IT companies besides us.
The trick for the small or mid-sized business owner is to constantly evaluate their vendor. If you can
look at your network and see that things are indeed smooth, with everything documented and you have
been informed of the compliance laws and how they relate to IT; then you may indeed have a good
vendor.

Be a proactive business owner. Ask your IT vendor questions and expect honest answers. This is after

all your company, your dream and in the end your responsibility. IfyourL ¢ @Sy R2NJ Kl ay Qd 3IA ¢
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works. Your IT vendor will have access to your most critical data; make sure it is someone you can trust,

if there is any doubt in trust there is a problem.
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determine the quality of your support by the price you are charged. While it may be tempting to take

the lowest bidder, look for a vendor that adds value to your company and is available when you need
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answer the phone then that $50/hr is far more expensive than paying $125/hr.

Suggestions

- Get recommendations from your vendor.

- Make sure you have current documentation.

- Make sure your IT vendor can justify their
recommendations.

- Choose a vendor on value, not price alone.
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